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‘Mr. Chairman and Members of the Subcommittee:
We are pleased to be here today to discuss the status of com-

puter and telecommunications security for selected automated infor-

mation systems within : I

ederal ¢ivil agencies. I have with me Dr.

rh

Harold J. Podell, Group Director from the Information Management
and Technology Division, and Mr. Raymond J. Wyrsch, Senior Attorney
from our Office of General Counsel.

Mr. Chai}man, as the government becomes increasingly dependent.
on computers to do its work, automated information systems security
takes on even greater importance than before. By using two gues-
tionnaires and through subseguent interviews, we surveyed the
security status of 25 mission-criticall! automated information
systems ét 17 civil agencies.2 Our survey involved systems that
(1) make monthly payments to millions of beneficiaries of various
government programs, (2) process electronic funds transfers involv-
ing financial institutions, or (3) maintain on-line information
essential to safequarding human safety and the economic vitality of
key United States industries. Effective security in these systems
is needed to prevent undesirable events, such as denial of benefits
to citizens, unauthorized disclosure of sensitive information, loss
of gevernment money, wasts of federal resources, human injury, and
in extreme caszs, loss of life and sndangerment of the national

welfare.

"Mission-critical systems are defined as those systems that
significantly affect agency programs, finances, property, and
other resources.

2For further details on our objectives, scope, and methodology, see
appendix I.




We'be;iévehthat good automated information systems security
consists of two elements: management responsibilities and the
establishment of actual sécurity safequards. Manaagement responsi-
bilities include such steps as those prescribed in Office of Man-
agement and Rudget (OMB) Circular A-71, Transmittal Memorandum No.
1, which requires agency heads to establish policies and procedures
and assign responsibilities for automated information systems se-
curity. Actual security safeguards are those measures necessary,
both in and around automated systems, tO protect sensitive
mission-critical data. As agreed to by experts, weaknesses in
actual security safeguards increase system vulnerabilities and are
often attributable to a lack of implementation of management
responsibilities.

Generally, the results of our survey showed that each of the
systems is vulnerable to abuse, destruction, error, fraud, and
waste. Specifically we found that,

--key management responsibilities were missing. For example,
many agencies do not use a risk management approach as part
of implementing a security proqraﬁ, and

--the actual safequards needed to protect systems Irom poten-
tial threaﬁs were not alwavs in place. For example, comput-
erized technigques (passwords) allowing access to systems
were not always periodicallv changed.

In determining the status of agency automated information sys-

tems security, we primarily used the results of the aquestionnaires,

interviews, and existing governmentwide criteria, which included
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- OMB policy, the National»Bureau of Standards' (NBS') Federal Infor-
mation Processing Standards (FIPS), Office of Personnel Management
(OPM) instructions, and expert opinion. We also used the Depart-
ment of Defense's (DOD's) Trusted Computer Systems Evaluation Cri-
teria, which is being considered for future application by civil
agencies. Detailed guestionnaire results and potential effects of
security problems are presented in the appendices to my statement.

I will now discuss in some detail the status of automated in-
formation systems security.

AGENCY SECURITY MANAGEMENT

NEEDS IMPROVEMENT

Generally, we found that agencies have not executed all the
management responsibilities, most of which are prescribed in cur-
rent OMB policy and supplemented by NBS guidelines and OPM instruc-
tions. These management responsibilities are: risk management,
training, assigned responsibility, budgeting and accounting for
security costs, automatic data processing (ADP) personnel security,
contingency plans, independent audit and evaluation, and written
procedures. All of these responsibilities must be implemented in
order to establish an effective combination of security safe-
guards. For example, ADP personnel security is needed to ade-
guately protect the system from undesirable employee actions.

As you can see in our first chart, no one management element
was implemented for all of the 25 systems. Note also that train-

ing, ADP personnel security, assigned responsibility, and




budgeting aﬁd accounting for security costs were implemented for
only a few systems. Two of these key management responsibilities,
namely, automated information systems security training and risk
manadement, deserve special mention.

Security training is important to ensure that agency personnel
involved in the management, operation, programming, maintenance,
or use of information technology are aware of and know how to meet
their security responsibilities. This point was recognized in your -
Subcommittee's April 1984 report3 on computer and communications
security and privacy, which recommended that expanded training for
all employees associated with automated information systems is
needed so that they understand their roles for protecting sensitive
data. While most agencies have some security trainina policies
and/or procedures, only two have made efforts to formalize their
approach by identifving, for example, audiences, course subjects
needed, freaquency of training, etc. Without a formalized apwnroach,
agencies cannot provide the necessary foundation for improving the
security of automated information systems.

The second management responsibility we would emphasize is
risk management. The objective of this approach is to strike an
economic balance between the expected loss associated with the risk

and the cost of zrotective safeguards. The approach should include

i

3computer and Communications Security and Privacy. {Report

prepared by the Subcommittee on Transcortation, Aviation and
Matsrials, House Committee on Science and Technology, dated Apr.
1984.) .




determinatidns,of (1) data sensitivity; (2) systém vulnerabilities,
threats, and risks; (3) alternative safeguards, their costs, and
relative benefits; and (4) the most appropriate safeguards. Other-
wise, agencies have less assuirance that thev ar2s preverly protecc-
ing th2 automated information systems effectively and economi-
cally. Risk management was applied to onlv eight of the systems
studied.

In looking at the other management responsibilities, we also
found weaknesses. For example, while contingency plans were devel-
oped for 18 systems, only 9 of them were tested.mﬂFailinq to meet
responsibilities like this one can have an undesirable effect on
the security of systems. For example, without developing and test-
ing contingency plans, organized recoveries in the event of a major
emergency are not assurad.

Chart 2 shows examples of potential effects of missing manage-
ment elements. Such deficiencies are of particular concern because
they can lead to weaknesses in the security safeguards, my next
topic.

USE OF PHYSICAL, TRECHNICAL, AND ADMINISTRATIVE

SAFEGUARDS NEEDS IMPROVEMENT

There are three categories of safeguards: physical, technical
and administrative. These are established in OMB Circular A-71,
Transmittal Memorandum No, 1. The necessary protection levels and
combinations of safequards should be identified in the risk manage-
ment process. Although there is no such thing as absolute secur-

ity, a balance of these three categories of safequards is needed.
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"Jithout such a balance, existing controls may be more easily cir-
cumvented. For example, without adeguate separation of duties
technical safeguards may be bypassed.

As you can see from chart 3, only five systems contained each
of the physical, technical, and administrative safegquards evalu-
ated, T would now like to briefly discuss each of the three cate-
gories of safequards.

Physical safeguards include measures, such as locks, badges,
alarms, or similar devices, to protect personnel and property from
damace by accident, fire, loss of utilities, environmental hazards,
and unauthorized access. This category does not have as severe
problems as other categories. However, as the chart shows, only 16
out of 25 mission-critical svstems were protected by physical pe-
rimeters, such as fences or detection devices, outside the computer
facility. Although agencies have taken steps to implement manv of
the physical safequards, one might reasonahly expect a computer
center processing mission-critical systems to have some form of
each of these,.

Technical safequards are automated system features that help
control access, limit user privilege, maintain program and data in-
tearity, and providé the needed tools for detecting security viola-
tions. For criteria in assessing technical safeguards, we used
selected provisions of the DOD Trusted Computer Systems Evaluation
Criteria--to date the most comérehensive criteria for establishing
technical safequards. We used selected provisions that we believe

are most appropriate for civil agency implementation.




One of the important technical safequards is the capability of
Ehe systeh to identify and authenticate users. Mechanisms such as
passwords and user identification are generally accepted technigues
to accomplish this objective. It is necessary that these mecha-
nisms be protected by the system so their identity cannot be com-
promised. Twenty-three of the 25 systems contained this
capability.

Another important technical safequard is the maintenance of
audit trails. An audit trail is a record that collectively pro-
vides documentary evidence of processing and should disclose (1)
all attempted or actual accesses to the systems, programs, or
files; (2) deletion or modifications of files; and (3) all system
activity initiated by computer operators, system administrators,
and/or system security officers. Only 10 systems meet these
criteria.

The final category shown on the chart involves administrative
safeguards. These are non-automated technigues for safeguarding
information systems and include procedures, practices, separation
of duties, and a broad range of other techniques. Administrative
safequards are essential to complement physical and technical safe-
guards to ensure tbat the risks to automated information systems
are reduced to an acceptable level.

Agencies have weaknesses in key administrative safeguards.

One of the major threats to any automated information system is
from inside the organization, namely, intentional and unintentional

actions of employees. For instance, separation of duties is




intended to prevent unauthorized actions by employees. We found

that written procedures and/or organizational structures did not
always provide for separation of duties necessary for the execution
of critical functions.

We also found five instances where data processing security
procedures were not tested to ensure that they were effective.
Also, agencies responded that passwords were required for 24 sys-
tems. Bowever, we found three cases where passwords were not re-
quired to be chanaged.

Chart 4 shows the potential effect of not having selected
safeguards in place. For example, without audit trails there are
limited means to track actions or security violations or to deter-
mine quickly, the impact of unauthorized access to the system or
agency. Without testing security safeguards there is less assur-
ance that they are working.

In conclusion, no agency met all management responsibilities,
and only five systems evaluated contained each of the safeguards
studied. Improvements are needed in both of these important
areas. With regard to making these improvements, officials of
several agencies cited reasons for the shortfalls in implementing
management responsibilities and security safeguards. These in-
cluded a lack of (1) management commitment, (2) funds and re-
sources, and (3) assistance in implementing policy and guidance.
Therefore, Mr. Chairman, these determinations lead us to conclude
that the automated information systems studied are vulnerable to
threats and their potential effects. It is the responsibility of

agency heads to ensure that policy and guidance emanating from the




responsible central agencies are implemented. Our survey indicates

that such policy and guidance often are not implemented. .

This completes my prepared remarks. We would be pleased to

answer any guestions that you may have.
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OBJECTIVES, SCOPE AND METHODOLOGY

On August 7, 1984, the Chairman, Subcommittee on Transporta-
tion, Aviation and Matarials, House Committee on Science and Tech-
nology requested that we assess the extent to which selected fed-
eral agencies are protecting the data in automated information
systems for which they are responsible. For our review, we selec-
ted 25 mission=-critical automated information systems at 17 federal
civil agencies. After selecting the agencies and the systems, we
met with Subcommittee staff to obtain their concurrence.

TO assess the security status of these systems, we used exist-
ing criteria and two questionnairss which focused on two inter-
related issues to collect relevant information about the security
status of the systems.

One issue primarily involved Office of Management and Budget
(OMB) policy reflected in OMB Circular A-71, Transmittal Memorandum
No. 1, which focuses on automated information systems security man-
agement responsibilities. Criteria used to develop this management
questionnaire were supplemented by National Bureau of Standards
(NBS) Federal Information Processing Standards (FIPS), Office of
Personnel Management (OPM) instructions, and expert opinion,

The second questionnaire focused on the actual security safe-
guards for mission-critical automated information systems., The
questions were developed primarily using the Depvartment of Defense
(DOD) Trusted Computer System Evaluation Criteria, NBS Federal In-
formation Processing Standards, and expert opinion including NBS,
National Computer Security Center (NCSC), and the Department of
NDefense Computer Institute (DODCI).

We also developed scenarios of the pvotential effects of prob-
lems in areas such as those covered in the aforementioned question-
naires. These scenarios show how systems are vulnerable when cer-
tain management responsibilities and security safeguards are not in
place. We validated these potential effects with the WBS, the
NCSC, and the DODCI.

Follow up interviews were held at several agencies to validate
the resvonses received from the two questionnaires, and exit con-
ferences to present the results of our survev were held with all
agencies., This survey did not involve testing the effectiveness of
the management responsibilities and safequards.

The following appendices reflect the aggregated detailed re-
sults of the survey and disclose (1) a list of the 17 agencies sur-
veyed, (2) aggregated survey results of the questionnaires includ-
ing general information; management responsibility elements;
physical, administrative, and technical safeguards; and other
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security information obtained from the questionnaires, (3) manage-
ment responsibilities and scenarios of potential effects of weak-
nesses in the responsibilities assigned, and (4) physical, admin-
istrative, and technical safequards and scenarios of potential
effects of safeguards not in place. Appendix III identifies the
potential effects of weaknesses in management responsibilities,
such as those identified in appendix II, and appendix IV identifies
the potential effects of weaknesses in security safeguards also
shown in appendix II.
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FEDERAL AGENCIES INCLUDED
AUTOMATED INFORMATION S%gTEMS SECTRITY SURVEY
DEPARTMENT OF AGRICULTURE
DEPARTMENT OF COMMERCE
DEPARTMENT OF EDUCATIONM
DEPARTMENT OF ENERGY
DEPARTMENT OF HEALTH AND HUMAN SERVICES
DEPARTMENT OF HOQUSING AND URBAN DEVELOPMENT
DEPARTMENT OF INTERIOR
DEPARTMENT OF JUSTICE
DEPARTMENT OF LABOR
DEPARTMENT OF STATE
DEPARTMENT OF TRaNSPORTATION
DEPARTMENT OF TREASURY
FEDERAL RESERVE SYSTEM
GENERAL SERVICES ADMINISTRATION
NATIONAL ARERONAUTICS AND SPACE ADMINISTRATION

SMALL BUSINESS ADMINISTRATION

VETFERANS ADMINISTRATION
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QUESTICNNAIRE RESULTS

NO. OF
ELEMENTS EVALUATED - ’ SYSTEMS
GENERAL INFORMATION
Length of Time this Information System has
been Operational
Less thanTyear ® & & 8 9 & & & & 5 6 S 4 9t 6P & O B Ot O OO VL s T
At 1east1 year ® & @ & & 0 0 * 0 & 008 0 & 4 BB S e 000 e A el e 2
At leastsyears * 6 & & & & ¢ 3 0 O P U B SO S G0 9 E N S e o 11
10 years or more ® & & & & ¢ 0 9 O O 00 S S G S e O O A NS e 11
People/Institutions having System Accounts
0..".l..l.'.l.....'..l....'..’!.'..l.‘...‘... 2
1-25 ® & 0 ¢ 5 5 8 0 4 6 " 9 0T 9L G AT SO AN At S NS SN e e 5
26-200 * & 4 & & 8 6 9 0 O G & O O S DT A0S D SN eSS E PP e 5
201-1,000 ® ¢ & @ @ 0 ¢ 8 O 0 0 & & P O P S E B G S E SN ee e 6
1,001 or more ® @ 6 & ¢ & 4 0 O 8 ¢ S OO ¢ P 4 O 00 S OO SO LA D e v 7
MANAGEMENT RESPONSIBILITIES
Risk Management
Risk analysis within past 5 vears .eeeeessccees 19
Risk management procedures ,...ceoessecccsssass 14
Risk analysis used to determine current
level of security control .....icevecscsacesas 14
Contingency Plans
Plan eX1iStS .eeeseessssssssasasassssncsscascscscs 18
Plan is tested .eiceecescsossscsoossccscscssccnas 9
Assigned Responsibility for Computer Security
Security officers' position description
contain security responsibilities .iieeccaess 20
ADP personnel position descriptions contain
security responsibilities ..ieeeecccsssscaces 4
Information Systems Security Officer (ISSO)
Asssigned ® 2 B 8 % 0 O P 6 & S B D S SIS RS eSS S et 23
Written Procedures for Computer Security
Facility procedUresS .i.iveeeeecectsasosececocsans 22
Overall policies & procedures ..eeeeeeceeesenas 13
ADP Personnel Security
Position sensitivity levels designated ........ 17
Use of new OPM requlations ..eeeeeceeecneeanses 2
Use of 0ld OPM redulationsS vueeeeeesceosocasasses 18

Tsystems do not always add tc 25 because of non-response to certain
guestions.
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QUESTIONNAIRE RESULTS

NO. OF
" FLEMENTS EVALUATED SYSTEMS
Computer Security Costs
Rudgeted and accounted for separately .... 1
Computer Security Training Program
Policies and/or proceduUresS s.ieeeecscccsce 19
FOormal Program .esseseesscscscosscsassonass 2
Audits and/or Evaluations
Evaluation performed ...ccceenececscnceson 22
Independent and within past 3 years ...... 19
PHYSICAL SAFEGUARDS
Physical Perimeter ..ccecececcasacssosccassns 16
Physical ACCESS ceeesssscsacccscsosccoscananns All
Electronic Monitoring
COMPULEY YOOM .ceeocescosssscssssosnoscssssne 7
Computer room access halls ...ccieeeecene 9
Building access *® 0 & % & & 9 O % ® ¢ 8 O O 0 N T S O G s e P o 13
Badge Entry ® S 8 06 © ¢ ¢ 4 9 0 8 6 & D O S G 4 G SO C OB O O s S e 23
Security GUArdS seeeessscssoscerssososcoscccaccssas 22
Cypher LOCKS tiveervesesassssccsccscacsscsnnes 14
Various Detectors
Metal ® € 8 & 8 9 % B & 0 S A T & G A S S ¢ 80 0P F 3RS D s s 9 b e 3
Smoke T 8 6 6 6 8 9 8 8 & 086 0 88 668 6 0 8 ¢ 6060 8 4090608008 000 s 23
HEat ® 0 ® & ¢ 4 9 O F & O & & & & 2. ® & & 4 B O S & 0 0 O B & 4 0 s s 24
ADMINISTRATIVE SAFTCZUARDS
Written procedures for safequarding this system's
information contained on microcomputers and related
storage media at the information center ...ceee. 2 *
Written procedures for safeguarding this system's
information while it is being transmitted hetween
the microcomputers and related storage media at the
information CeNteY ..iiiieiectaasarasesacansenas 1 *

*Not applicable to all systems reviewed.
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QUESTIONNATRE RESULTS

. ’ . NO. QF
ELEMENTS EVALUATED SYSTEMS
ADP positions at the information center
designated in terms of sSensitivityVieceeesoeoccoas 17
Federal Personnel Manual, Chapter 732, used for
ADP positions at the information center ........ 3
Background investigations in compliance with
Federal Personnel Manual 732 for information
center personnel

Data entry personnel ....cccesccesacsccssnces 15
End r.]sers ® ® ¥ & 8 S P SO0 S PSS F S E S ES NS SE S 12
Sacurity OffiCersS +tieiseencersocscsssccssascncas 21
Systems PrOgraMMErS seeecscososssvcacsossssanses 20
Contractors ® ¢ ® & & 0 8 0 O 0 ¢ & 0 8 O B d S SO eE O E SN 16
Systems Analysts ® & & O & 0 5 ¢ 8 " O E P S E Y S SO L N LGN e 17
Application ProgrammersS ..cceesscessccssccsas 18
Computer OperatOrS .cescescsscscsssccssssnses 18
ADP Auditors ® & & 9 &6 &8 & & ¢ 0 0 OO S OO G O E P S GO se e S0 oo 11
Data base Administrators or Managers ........ 18
Communications personnel ....cececeecccecccccns 16
For the ADP personnel at the information center,
to what extent does the organization comply with
the background investigations provisions of
OPM's FPM, Chapter 736
To little O NO €REENE .t ieeeeesnscnsssssccncans 1
TO SOME eXEeNt .t i eaeececeeccccssossccccoscsnna Mone
TOo a moderate extent ....cceeeceevscccnaosnsas 2
TO 2 subszzantial exXtent ..eeeieecressccenonccos 10
FUlly ® & % 8 2 9 ¢ 2 0 8 8 0 6 O 6 T O 00 O L P B SO N O S LG At e > E S0 q
Tested the Physical, Administrative and
Technical ProCceduUreS .t.eieesscossscsassosscocasocs 20
Review Audit Trail Information ..ieeeeeccecsaees 10
Formal Security Procedures Manual at the
Information Center
For all Systems * B & 5 & ¢ 5 & 0 5 8 0 S P O P S B P eI s NP 16
For this SYStem ® ® & ¢ 0 6 & S % 8 H & O 4 9 O B P & S s 000 3
Separation of Duties in the Following Areas
INPUL DrOCESSING teteereeneeseenaoenonsssnnas 21
ErrOr COrrectilon Luiviiieeieeneeacesaesconanas 21
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QUESTIONNAIRE RESULTS

‘ NO. OF
" ELEMENTS EVALUATED ) SYSTEMS
Software design, development, test and
Operation * & ¢ 0 % 9 & & B 5 O S & O S S e A sS4 sE e e 19
System programming and data base
administration .....ececececescseassscanncans 21
Computer operations, telecommunications, and
MAiNtEeNancCe .iieeerrsceacovssssasassassssans 24
Computer and telecommunications security .... 19
System access - retrieval .ieeceveeccccscnacas 18
System access - update ProcessSing ceseececeee 19
Unescorted System Maintenance Personnel
BccessS tO SYStemM i.ieieencreesssvscscassncnsnccns 13
Unescorted System Maintenance Personnel with
Clearances at Highest Level of Data Processed .. 10
Inactive Accounts Purged?
Ne‘/er done o ® @ O ¥ 6 & 9 & 0 b & 8 O D S & 20O st E OSSN 2
Upon reassignment or employvment termination . 21
Upon termination of a system account ........ 9
At leasSt ONCE A YEAY .teeeecoessssssascasanscas 14
Longer than @ VAT .ieeesscscscccconncccnscocs 1
Frequency of Password Changed for this System
Not reaquired to be changed .c.eeecesvecacsonas 3
At least every 3 MONELNS cieeeeeecoccoocsensas 9
Between 3 and 6 mMoNths ...eceeteeecvresenoonas 6
Between 6 and 12 months t.ieeecieeecnceassanas 5
More than 12 MONEhS ..iveeveseecnscccesscceans 1
Passwords are Changed by
User ® % & 8 & 9 % 5 4 5 9 T S T P OB S H P OB S SO S0 4SS 0L s s 12
Svstem administrator/securityv administrator . 11
System, centrally managed by an administrator 4
System, independent of an administrator ..... 1
Passwords are Distributed by
Letter + 9 9 8 & ¢ 5 0 0 T ¢ B 2P S 8 S G O &8 0Ot PO D s e et 8
Electronically from the system .....ccceeeecns 3
Discussion with TSSO .iieeieeeertacnesaocncnns 7
User creates and maintains .eeeeeesceccsecssscs 1M
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QUESTIONNAIRE RESULTS

I1

, ‘ . NO. OF
ELEMENTS EVALUATED SYSTEMS
TECHNICAL SAFEGUARDS
Identification and Authentication c.ieeeeeeesees 23
Audit Trails Or Logs ® 0 9 & ¢ & 080 GG O OB B OO S e e e 10
Discretionary Access Controls (Authorization) .. 24
Restrictive Markings Limit Access to Data .eeese 10
Users have Access to all Data in the

System ® 6 5 & & 8 5 & ¢ 9 S 0 O B 0GP O S EE SO OR S SN N 2
Software Changes ara Recorded

Manually 9 ® @ & 0 & 8 0 6 & & 5 O S F OO TS T E T P PO E OSSO SE S 20

Automatically 9 0 6 & 5 8 0 0 S & O 5 ¢ " ¢ O D OO 9B P 8BGO O e s 15

Not recorded ® & 8 5 0 & & 8 5 0 & * 5 SO S & 0O H e O s SEe NN None

No changes are allowed ....cieeeevevencconsccns 1
Uses Add=Cn Security Softwars ...eeeecoccveenens 17
Users are Automatically Informed at
each Log-on of the Time and Date of Last
Log-on ® 8 0 5 8 5 & S S O 8 O S C S 0 S T 9 S P S E S S E LA e 5
Users are Automatically Notified at each

Log-on of Invalid Attempts to Use the System

Account ....ceeencnces i, cecsaases 2
Use FEncryption {(encoding) Technidues ...sieeecees Few*
TELECOMMUNICATIONS SECURITY
Off-hours Access Via Leased or Dial-up Lines ... 16*
Anti-Hacker Devices

Dial tack capadllity tevieeeescensncecocaananes Few*

*Not applicable to all systems reviewed.
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QUESTIONNAIRE RESULTS

. NC. OF
. ELEMENTS EVALUATED ' SYSTEMS
Never Permit Maintenance Personnel to Perform
Fardware/Software Diagnostics Via Unclassified
Dial-up Lines LR I R I R R N R R O e S i P ) 13*
Lines Leaving Afforded Transmission Protection . Few*
CONTRACTOR SECURITY
Role of Contractors for the Hardware Operation
and Maintenance
Operated and routinely maintained by agency
personnel * & ® 0 & & & & O & 5 9 S & S S 000" 00 000l 2
Operated by agency personnel but routinely
maintained by contractor ....ccieccccccsans 14
Operated and routinely maintained by
contractor 2 ® 8 6 & 0 9 0 & % O O S G ¢ 0SS G & O OO " S PO R e 9
Operated by contractor but routinely
maintained by agency personnel ..ccceescces None
Role of Contractors for the Software Operations
and Maintenance
Operated and routinely maintained by agency
PEYSONNEL 4.4t iueeeensasssssssasacnsscsssscss 14
Operated by agency personnel but routinely
maintained by cOntractor ..eceeecccosssecsss 3
Operated and routinely maintained by
to]o] o8 ob of - T ol of o ) U cteceasacssecene 7
Cperated by contractor but routinely
maintained by agency personnel .....eceeeas None
CONTINGENCY PLANS
Center Experienced an Unplanned Operational
DiISCONEINUIEY 4teeerteeecacsceasasesnansasnsnnases 19
Unplanned Discontinuity Occurred
\
LesS than 1 VEAr G0 seeeesoeececcassnsnoccsos 13
From 17 £O 3 YE8YS iteeeeosnssassssososacoscasas 6
More than 3 VEeArsS 800 .ueeesesronvessvsecansne None

*Not applicable to all systems reviewed.
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QUESTIONNAIRE RESULTS

NGC. OF

ELEMENTS EVALUATICD S7STEMS
Uninterruptible Power SUPPLlY tceeervecccccccoses 13
Type of Uninterruptible Power Supply

Battery ® & @ & 4 8 & 9 0 B S S S S GBS N0 S A LN E NN Ne YR 1

Generator ® & & & & 5 & ¢ T S S OO BB S OG0 S SO O S e L eSS e 2

Both generator and battery .seeeeecececsesscoas 12
SECURITY MANAGEMENT APPROACH
Staff Effort Devoted to System Security
Functions

NN ittt eeeneesnsvssoscsssasasnsssnonassasnasens None

1/2 staff year OF 1leSS .tiieecssececccascnnnese 7

More than 1/2, but less than 1 staff year ... 4

1 staff year, but less than 3 staff years ... 5

3 staff years, but less than 5 staff years .. 3

5 staff years OF MOTE .t.ceveecnnteansocannncs 5




MANAGEMENT CRITERTIA, AND POTENTIAI, IMPACTS ON SAFEGIARDS -7
Analysis of Management Responsibilities for Computer and Telecommunications Security '

MANAGEMENT CRITERTA AND STANDARDS

11

agencies should establish
an agency computer {auto—
mated information) secu-
rity program at a manage—
ment level commensurate
with responsibilities
involved and with suffi-
cilent authoritv to enforce
established requirements.

The program should

1. Establish a formal
ADP System Security
Organizational frame-
work that

~—assign responsibili-
ties and authorities
for security of
data processing
installations,
security officers,
users, operators, and
contractors via
procedures and
contract claus=zs.

CRITICAL RESPONSTIBITITIES

AGENCY SFCURT'TY
PROGRAM

An agency computar

and telecomnunic.a-
tions (automated
information) security
program at appropriate
management level.

Authority to enforce
program requirciments

1 ORGANIZATIONAL, FRAME-
WORK

Formal (written)
responsibility and
authorities that

are clear and not
overlapping or
fragmented,

clearly define
responsibilities of
(see next page)

POTENTIAL EFFECT OF WEAK!MESSES
(ON SAFFGUARDS AND CONTR(LS)

Inadequate program can lead to inadecuate
implementation and control.

Insufficient authority tends to perpetuate
known weaknesses and prevent
identification of unknown weairnesses.

Unclear, overlapping and fragmented
responsibilities can lead to
organizational procrastination in
identifying and implementing safeguards
and duplication of effort. Control
problems go undetected or uncorrected for
periods longer than necessary.,

TTT XTONAdAY
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MANAGEMENT CRITERIA AND STANDARDS CRITICAL RESPONSIBILITIES

MANAGEMENT CRITERIA, AND POTENTIAL IMPACTS ON SAFEGUARDS
Analysis of Management Responsibilities for Computer and Telecommunications Security

[

—data processing
installation
parsonnel,

—managers,

—primary users,

—monitoring
entities
(evaluation),

—contractors,

—security officers.

POTENTIAL EFFECT OF WEAKNESSES
(ON SAFEGUARDS AND CONTi*IS)

Fffective management can be negated if socurity is
not perceived as part of total job responsibil-
ity and stated in employee position descriptions,
Causes procrastination and duplication since the
position description is a major source ol account-
ability and enforcement.

(SAME EFFECT AS ABOVE)

If responsibilities and accountahilities are not
spelled out in position descriptions, persons/
organizations most knowledgeable of data sensitiv-
ity and possible harm or loss may not be involved
in automated information systems sccurity
decisions.

Adequacy of automated information systems security
program and controls may not be evaluated, if
position descriptions are devoid of responsibil—
ities for automated information systems security.

Insufficient contract clauses specifying contrac—
tor responsibilities and authorities causes en-
forcement, procrastination, duplication and other
problems.

Position descriptions that do not clearly describe
responsibilities and authorities for automated in—
formation systems security can cause unresolved
clashes with ADP operations and users. Clashes
among security officers also may not be resolved.
Needed controls can go unimplemented or probhlems
undetected. N
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MANAGEMENT CRITERTA AND STANDARDS

MANAGEMENT CRITERIA, AND POTFNTIAL IMPACTS ON SAFEGUARDS
Analysis of Management Responsibilities for Computer and Telecommunications Security

CRITICAL RESPONSTBILITIES

2 Formulate a comprehensive
ADP Systems automated
information systems
security policy.

3  Develop written comprehen-
sive ADP systems security
standards and procedures
applicable to all organi-
zational units responsible
for processing and
nrotecting data,

€1

2 ADP SYSTEM SECURITY
POLICY

The existence of
policy.

3 STANDARDS AND
PROCEDIRES

For developing,
implementing and
operating the
automated
information systems
security program.

They should
cover

—appropriate
organizational
entities and people.

—risk management
and data
sensitivity.

POTENTIAL EFFECT OF WEAKNESSES
(ON SAFEGUARDS AND CONTROILS)

Absence of, or unclear policy can
result in no clear organizational
position., Controls could not be
implemented or enforced because of
confusion,

If entities and employees are
uninformed of their role for
effective security, control
violations or problems can be
created.

Failure to require and use data
sensitivity and risk management
can lead to overprotection or
underprotection. Appropriate
levels of controls to afford
cost-effective protections can not
be determined.
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MANAGEMENT CRITERIA AND STANDARDS

MANAGEMENT CRITERIA, AND POTENTIAL IMPACTS ON SAFEGUARDS
Analysis of Management Responsibilities for Computer and Telecommunications Security

CRITICAL RESPONSIBILITIES

A

—budgeting and costing.

~—training.

——security planning.

-—tyves of data and
processing covered.

—mechanisms for
corrective actions
(reporting and follow
up) .

POTENTIAL EFFECT OF WEAKNESSES
{ON SAFRGUARDS AND CONTROLS)

Lack of security budgeting and costing
can result in uncontrolled
overprotection, failure to identify
inadequate controls, resource conflicts
leading to inadequate safeguards,
inability to monitor cost-effectiveness
of controls, compare costs, monitor
plans, etc.

See "training and awareness programs,”

Inadequate planning can lead to
inadequate program implementation and
exposed vulnerabilities because of
inadequate controls.

Sensitive data in hands of those unaware
of protection requirements is a vulner-—
ability. TImportance increased because of
end user computing. Information
processes not covered also represents a
vulnerability.

Poor or no procedures or mechanisms for
assuring effective corrective actions can
lead to control problems detected which
are not always corrected, or corrective
actions which do not work effectively.

TTT XTAONAAAY
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MANAGEMENT CRITERTA AND STANDARDS

MANAGEMENT CRITERIA, AND POTENTIAL IMPACTS ON SAFEGUARDS
Analysis of Management Responsibilities for Computer and Telecommunications Security

CRITICAL RESPONSIBILITIES

4 Recquire the formalation
and testing of backup and
recovery contingency

plans.

5 Assign responsibilities
for conducting periodic
risk analysis and imple~

- ment cost effective tech-
nical, administrative,
and physical safeguards
based on a risk
management. approach.

4 CONTINGENCY PLANS

The existence of
plan.

Testing of plans.

5 RISK MANAGEMENT

Responsibilities
assigned for
conducting periodic
risk analysis.

Nlse of risk manage-
ment approach for
implementing
controls.

Petermining data sen—
sitivity and data
sensitivity levels,

POTENTIAL EFFECT OF WEAKNESSES
(ON SAFRGUARDS AND CONTROLS)

Mission can be impaired with significant
discontinuity if no plan exists. Human safety
can be endangered in some applications.

If existing plans are not tested, backup plans
may not he effective, again leading to
potential mission impairment.

Unclear assignment of responsibilities may
result in not conducting or improperly
conducted risk analysis. This can impact
control effectiveness since it forms basis for
selecting proper mix of controls,

Insufficient compliance in performing risk
analysis and using risk management approach
can lead to not identifying or implementing
cost effective controls (underprotection).
Costly overprotection (without closing
vulnerability) is also a possible result.

If data sensitivity determinations are not
being made or levels not established, then
risk management can result in inadequate
controls for highly sensitive data leading to
high risk (underprotection). Data
sensitivity, including criticality and value,
is a key factor in risk management. 1Its
absence negates the risk management process.
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MANAGEMENT CRITERIA AND STANDARDS

MANAGEMENT CRITERIA, AND POTENTIAL IMPACTS ON SAFEGUARDS
Analysis of Management Responsibilities for Computer and Telecommunications Security

CRITICAL RESPONSIBILITIFES

6 Establish personnel security
policies for screening all
individuals participating in
design, operation, mainte-
nance, or having access to
data in federal computer
systens,

Flement: of risk
managemant approach
enployed (data sensi-
tivity, vulner-
abilities, threats,
risks, alternative
safeguards, costs,
relative effective—
ness, etc.).

Frequency of risk

analysis and changes
in circumstances.

PERSONNEI, SECURITY

Existence of policies
for screening
personnel.,

Responsibilities for
implementing policy.

Rffectiveness of
implementing policy.

POTENTIAL EFFECT OF WEAKNESSES
(ON SAFEGUARNDS AND CONTROLS)

Mot using risk management approach can
result in cost effective safequards not
identified or implemented. (wer or
underprotection is possible while
vulnerabilities remain.

Major changes in circumstances may
create new vulnerabilities, threats and
increased risks which need to be
identified and safequarded. If risk
analysis is not done periodically or
when circumstances change (modifica—
tion, new site, employee changes, and
changes in processing procedures) they
may not be identified.

Absence of policy may result in
overscreening or underscreening.

Unclear responsibilities can result in
organizational procrastination or
duplication. Personnel control
(screening) may be inadequate.

Ineffective policy may
result in overscreening or
underscreening.
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MANAGEMENT CRITERIA, AND POTENTIAL IMPACTS ON SAFEGUARDS
Analysis of Management Responsibilities for Computer and Telecommunications Security

MANAGEMENT CRITERTIA AND STANDARDS CRITICAL RESPONSIBILITIES

L1

Nesignation of sensitive
positions

UIse of sensitivity levels
for ADP positions.

Background investigations
ver Fornned

Eor all applicable
personnel.,

updates of background
investigations.

clearance information
used in risk
management,

POTENTIAL EFFECT OF WEAKNESSFES
(ON SAFEGUARDS AND CONTROLS)

If ADP positions are not desijnated in
terms of sensitivity, then there may be an
inappropriate basis for performing
background checks. A major threat to
systems is employees. Ruployees in
sensitive positions can exploit controls
and commit fraud and abuse.

Levels of sensitivity needed are for
managing extent of personnel control.

trployees are a major threat to systems.
1. checks are not performed for all
arnlicable personnel there is insufficient
b:sis for trust. Controls can be
exploited.

Since people and circumstances change,
infrequent updates of investigations may
result in not identifying a new threat.

Threat of unauthorized access is
increased if clearance information is nat
used in performing risk managoinent.

Hady¥
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MANAGEMENT CRITERTA, AND POTENTIAL IMPACTS ON SAFFGUARDS

7 Establish management
control process

a) to budget and account
for computer and tele-
communications seci-
rity costs and re-
sources, for planning,
risk management, and
control purposes,

81

b) to evaluate risk
analysis,

7 MANAGEMENT CONTROL

Budgeting and account-
ing and/or estimating
where appropriate for
security costs
and resources.

Use of budget and cost
for planning, and
control,

Use of budget and cost
in risk management.

Agency evaluation of
risk management
approaches.

agency evaluation of
risk analysis
conducted.

Analysis of Management Responsibilities for Computer and Telecommunications Security -

POTENTTAL FFFECT OF WEAKNESSES

AGLYIIANING ARMNM OCWInnnr o\
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Lack of awareness of security costs and
related cost components for systems and
agencies can result in uncontrolled
overprotection, failure to identify
inadequate controls, and inability to
monitor cost-effectiveness of controls,
etc.

Management planning and control is
not fully effective without knowledge of
costs.

Risk management is not effective without
knowledge of costs of alternative con~
trols.

Risk management approaches used may not
be appropriate if not evaluated. Impact
on control effectiveness is a possible
result.

Risk management effort may not be
adequate if not evaluated. Impact on
control effectiveness is a jossible
result,
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MANAGEMENT CRITERYA AND STANDARDS

MANAGEMENT CRITERTA, AND POTENTIAL IMPACTS ON SAFRGUARDS
Analysis of Management Responsibilities for Computer and Telecommunications Security

CRITICAL RESPONSIBILITIFES

c) involving procedures
and mechanisms to
assure that exposed
vulnerabilities or
corrective actions
recommended are
adequately and

effectively acted on.

8 FEstablish an annual
security plan,

9 Establish comprehensive
automated information
Security Training and
Awareness Programs and
manage it to assure its
effectiveness.

Follow up on
recomnendations.

8 ANNUAL SECURITY PLAN

Existence of plan

9 TRATNING AND AWARENESS

PROGRAMS
Existence of training

program, which should
include

audience.

training content
(topics).

POTENTIAL EFFECT OF WEAKNESSES
(ON SAFEGUARDS AND CONTROLS)

Failure to act on recommendations to
correct problems (vulnerabilities, etc.)
hecause of poor or no procedures or
mechanisms for taking corrective
actions, can result in vulnerabilities
which remain (unsecured), and controls
in place which may not be totally
effective,

Inadequate planning can lead to
inadequate control.

Employees responsible for sensitive
data, if untrained, may be unaware of
controls available, responsibilities,
potential impacts, etc. FExisting
controls may not be effective.

If user awareness of vulnerabilities and
controls are not a primary target, then
the user may be unaware of how to
effectively implement controls.

Proper subjects not presented to
employees can render controls
ineffective.
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MANAGFEMENT CRITERTA AND STANDARDS

MANAGEMENT CRITERIA, AND POTENTIAL IMPACTS ON SAFEGUARDS
Analysis of Management Responsibilities for Computer and Telecommunications Security

CRITICAL RESPONSIBILITIES

3]
(@)

10 Establish agency program
for conducting audits and
evaluations to determine
the compliance with and
cost effectiveness of the
security progranm.

10

feedback to deter-—
mine effectiveneass
(testing etc.).

training of security
officer.

AUDITS AND EVALUJA-
TIONS (MONITORING)

Existence of
periodic indepen—
dent audits.

Certifications and
recertifications.

Tmplementation of
recommnendations,

POTENTIAL IMPACT OF WEAKNESSES
(ON SAFEGUARDS AND CONTROLS)

Making an assumption that training is
cffective without requiring and
receiving feedback can result in
inadequate controls implemented by
employees or commission of errors
causing damage.

Inadequate training of security
officers can lead to inadequate
controls,

Without independent evaluation, there
is no validation that cost effective
controls exist,

Without certification and/or
recertification, inadequate controls
may continue to exist.

Without sufficient follow-up, needed
controls and safeguards may not be
implemented or may not work
effectively.
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MANAGEMENT CRITERIA, AND POTENTTAL IMPACTS ON SAFEGUARDS
Analysis of Management Responsibilities for Computer and Telecommunications Security -

POTENTIAL IMPACT OF WEAKNFSSES

MANAGEMENT CRITERIA AND STANDARDS CRITICAL RESPONSIBILITIES (ON SAFEGUARDS AND CONTROLS )
11 Actively monitor the 11 SFECURITY BY
application of computer CONTRACTORS
and telecommunications
security by contractors Monitoring of Without monitoring, needed
performing data processing contractor security controls may not be
for the federal , measures. implemented. Also controls

government. implemented by contractor may

not be effective.

Procedures for Vulnerability is created by
protecting assets changes in contractor/

when contractors employees. Assets and data
change. are vulnerable,

1<
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APPENDIX IV

CATEGORY OF
SAFFCUARD

Physical

Physical
Controls

Mministrative

Testing
Procedures

Separation of
Duties

Position
Sensitivity
Levels

POTENTTAL EFFECTS

OF

APPENDIX IV

SAFEGUARDS NOT IN PLACE

TYPE OF SAFEGUAFRD

Physical security
controls should exist
and be adequate.

Security procedures and
features should be
tested.

Procedures and/or
partitions should exist
to ensure separation of
duties.

Personnel positions at
the information
(computer) center should

be designated in terms of

sensitivity,

22

POTENTIAL EFFECT IF
SAFEGUARD NOT IN PLACE

Poor physical security
allows unauthorized access
to information resources.
Physical security is
becoming increasingly
important because of
portability and size of
micro-computer systems.

Without independent testing
of security safeguards there
is less assurance that
controls are in place and/or
working effectively.

Major threat is from
inside the organization.
Separation of duties is a
key internal control
(administrative safe-
guard) to prevent
internal intrusion
without collusion.

If positions are not
desianated in terms of
sensitivity there is
little basis for decisions
about the level of access
to be granted to
individual employees, the
extent and nature of back-
ground checks, duties to
be separated, procedures
for disgruntled employees
etc.




APPENDIX IV

CATEGORY OF
SAFEGUARD

POTENTTIAL FFFECTS

OF

APPENDIX IV

SAFEGUARD NOT IN PLACE

TYPE OF SAFEGIJARD

Position
Sensitivity
Designation

Backarcund
Investigations

Update
Background
Investigations

Change
Passwords

Generation of
Passwords

OPM FPM Chapter 732
INSTR 311 should be used
to identify sensitivity
levels for ADP and other
kev positions.

Rackground invastigations
should be verformed in
accordance with OPM FPM
732, Chapter 736.

Urdates of background
investigations should be
performed periodically.

Password changes should
be requirad and performed
frequently.

Users should not generate
their own nasswords wnen

they are changed {unless

NBS FIPS is used).

23

POTENTIAL EFFECT IF SAFEGUARD
NOT IN PLACE

Without using a standard to
identify sensitivity levels
for federal personnel involved
in ADP processing, differences
in criteria can lead to
unidentified potential
threats.

Insufficient background
investigations may result in
the failure to disclose a
primary threat to the informa-
tion system.

Circumstances and habits
change and updatss are needed
to disclose significant
changes which may nose a
threat to the system,

Not changing passwords
leave systems vulnerable to
attack by former emplovees.

Undertrained users may not be
sufficiently aware of the
pitfalls of using passwords
that are easy to break. Ilsers
may be inclined to use oirth
date, wedding anniversary,
names, short passwords or
other personal identifiers
that are more easily hroken
based on personal knowledae of
the individual. TJse of NBS
FIPS is needed for sensitive
systems.



'APPENDIX IV

CATEGORY OF
SAFEGUARD

audit Trails
Reviewed

Microcomouter
Procedures

Security
Procedures
Manual

Restrictive
Markings

. : AL ""‘ )

OF

APPENDIX IV

SAFEGUARD NOT IN PLACE

TYPT OF SAFTGHARD

Reviews of audit trails
for security should be
made, performed
frequently and
effectively.

Procedures should exist
for protecting data
while residing on micro-
computers and for
orotecting information
being transmitted
between microcomputers
and mainframe

computers.,

There should be a
formal security

‘procedures manual at the

information center
(computer center).

There should be
restrictive markinags that
limit access to data at
the information center
(computer center).

24

POTENTIAL EFFECT IF
SAFEGUARD NOT IN PLACE

Existence of an audit trail
(a technical control) is
not sufficient. Frequent
reviews are needed to
determine if irregularity
exists. Audit trails are
not an effective violation
detection mechanism unless
such reviews are
effectively performed and
detection is followed up.

Without procedures, data
from or for system may not
be protected on micro-
computers., Sensitive or
costly information on
microcomputers must he
protected regardless of its
source. Sensitive
information being
transmitted between
computars must be
safequarded to an extent
dependent on risk
management.

ithout formal
procedures, training and
actual use, implementa-
tion of control can be
haphazard. Some
employees, e.d. new
hires, may be unfamiliar
with controls and
accidently violate them,

Without restrictive
markings for sensitive
data, employees may not be
aware of its sensitivity,
and may not implement
effective control in its
handling and use.




APPENDIX IV

CATEGORY OF
SAFEGIJARD

Clearances-
maintenance
personnel

System
Accounts
Purged

POTENTTAL EFFECTS
oF

SAFEGUARD NOT' IN PLACE

TYPE OF SAFEGUARD

nescorted maintenance
personnel who have
access to the system
should have appropriate
clearances or
authorizations,

The status of
individual system
accounts should be
reviewed periodically
and inactive accounts

purged.

APPENDIX IV

POTENTIAL EFFECT IF
SAFEGUARD NOT IN PLACE

Maintenance personnel
represent a threat of
unauthorized access to the
system. Escorts and
clearances are basic
safequards against this
threat.

Access accounts should be
up to date to be an
effective technical
control., Reviews should
be done frequently and
when an individual is
reassigned or terminated.
Failure to review and
purge inactive accounts can
lead to use of accounts of
terminated or reassigned
employees to access the
authorization.,




APPENDIX IV APPENDIX IV

CATEGORY OF
SAFEGUARD

Technical

Discretionary
Access Control

TYPE OF SAFFGUARD*

Software or hardware
protection should
exist to protect user
files via access
control lists, file
passwords or class of

user. (LEVEL C1)

*Minimum level requirements contained in
the DCD Trusted Computer System
Evaluation Criteria.

n
o

POTENTIAL EFFECT IF
SAFEGUARD NOT IN PLACE

May not have the required
technical access control
needed to deter unauthorized
access (e.g. extent of
complexity, sophistication and
cost), which should be
dependent on risk levels, and
risk management.

The overall system
effectiveness of technical
access controls rest to a
large degree on the balance
of administration of password
updates and changes,
personnel and other
administrative controls with
the supporting technical
controls. Poor
administration of these
technical controls can
potentially result in their
circumvention leading to
system violation.



APPENDIX 1V

CATEGORY OF
SAFEGUARD

Identification
and
Authentication

POTENTTAL EFFECTS
, OoF
SAFEGUARDS NOT IN PLACE

TYPE OF SAFEGUARD*

The system should
possess identification/
authentication features
e.g. log on/password
which uniquely
identifies an individual
and is protected by the
software/hardware from
unauthorized acquisition
and modification.

(LEVEL C1)

*Minimum level requirements contained in
the NOD Trusted Computer System
Evaluation Criteria.

27

APPENDIX IV

POTENTIAL EFFECT IF
SAFEGUARD NOT IN PLACE

The system does not identify the
source of authorization and
identification e.g. institution
or user. This is needed to
determine potential sources of
intrusion, leak, usage history
and to effectively validate
user's authority.

Passwords and other identifica-
tion and authentication mech-
anisms are not protected and are
more easily disclosed.




APPENDIX IV

CATEGORY OF
TECHNICAL
CONTROLS

Audit

POTENTIAL EFFECTS
OF

SAFEGTARDS NOT IN PLACE

TYPE OF SAFEGUARD*

System should have
capability to record in
an audit trail or
console log attempts at
log on, file accesses,
network access,
security violations,
user privilege changes,
security review
actions, and console
operator actions. It
should record users
actions by individual
identity and/or security
level. (LEVEL C2)

*Minimum level requirements contained in
the NOD Trusted Computer System
Evaluation Criteria.
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APPENDIX IV

POTENTIAL EFFECT IF
SAFEGUARD NOT IN PLACE

No means to track system/
network accesses or security
violation.

Tnable to monitor actions
being taken by persons
responsible for performing
security reviews.

Unable to identify user
privilege changes by computer.

Audit trail weaknesses limit
the means for detecting
unauthorized access to system
and to determine, quickly, the
impact on the system and
agency. Can also impede
effective recovery.

Poor administrative control
related to audit trail (e.q.
failing to review audit trail
frequently, or at all for
security ourposes) could
render this detection, and
correction technical control
ineffective,



APPENDIX IV . . APPENDIX IV
or
SAFEGUARDS NOT IN PLACE

CATEGORY OF POTENTIAL EFFECT IF
SAFEGUARD TYPE OF SAFEGUJARD SAFEGUARD NOT IN PLACE
Uninterrupt- Uninterruptable Power Mission can be degraded or
able Power Supply should be used impeded and data can be
Supply where justified. lost.
Transmission Telecommunications Transmission over
Protection lines should be telecommunications lines
encrypted or physically represents a vulnerability
secured wnere to the unauthorized access,
justified. monitoring, or altering of

automated data.

Log-on The system should Without control for
Notification inform user at log on sensitive systems, user
of prior {last) lcg on is not aware of
date and time. unauthorized use of

his/her access code.
Control could lead to
the identification
{detection) of
unauthorized access to

system,
Invalid The system should Absence of control could
Attempts notify the user (at log delay or prevent timely
Notification on) of invalid attemots detection of unauthorized
to use system accounts. access and delay or prevent

timely apprehension of
perpetratcr. Notifying
security officers may be
even more desirable.
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APPENDIX ‘IV ‘ APPENDIX IV
POTENTIAL EFFECTS
oF
SAFEGUARDS NOT IN PLACE

CATEGORY OF POTENTIAL EFFECT IF
SAFEGUARD TYPE OF SAFEGUARD SAFEGUARD NOT IN PLACE
Encryption Encryption should be In critical or
used to secure particularly sensitive
sensitive or systems, encryption is
compartmentad data, dependent on risk

management. However
encryption of key data
such as passwords, as well
as sensitive data (at
certain levels) may be a
cost effective control,

Error Reports The system should Integrity and accuracy
produce rerorts that are significant consi-
specify actual or derations in system
estimated error rates. security. FErrors and

sources need to be
detected and corrective
action taken. A system
can detect and/or correct
many types of (but not
all) errors. Erroneous
data can lead to mission
impairment, uneccnomical
actions, and human safety
problems.




 APPENDIX V - ; APPRNDIX V

COMPUTER SECURITY MANAGEMENT EVALUATION

Number of Svstems

Managjement 22s5zonsibilicias* Meeting Requiremencs
Risk Management 8
Training 2

[\

ADP Personnel Security

Assigned Responsibility 4
Budgeting and Accounting for Security Cost 1
Contingency Plans (exist and tested) 9
Independent ®Rvaluation or audit 19
Written Procedures 11

*glements of criteria used to evaluate agency implementation
of each of these management responsibilities are shown 1n
appendix II.

CHART 1
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POTENTIAL EFFECTS
MANAGEMENT RESPONSIBILITIES
' NOT IN PLACE

RESPONSIBILITY POTENTIAL EFFECT

Lack of Risk Management controls missing and/or not cost effective.

Lack of Continuity of Mission can be impaired and human safety
Operations Plan and endangered. ’

Testing the Plan

Lack of a security Employees unaware of controls needed.
training program

Lack of independent No validation that controls exist.
audits and
evaluations
CHART 2
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PHYSICAL, T=ZCHNICAL, AND ADMINISTRATIVE
SECURITY SAFEGUARDS

SYSTEMS HAVING SAFEGUARDS

PHYSICAL SAFEGUARDS

Physical Perimeter 16
Entry by Badge or Cypher Lock 24
Use of Security Guards 22
Use of Smoke and/or Heat

Detectors 24

TECHNICAL SAFEGUARDS

Identification and Authentication 23
Audit Trails or Logs 10
Discretionary Access Controls

(Authorization) 24

ADMINISTRATIVE SAFEGUARDS

Separation of Duties 15
Physical, Administrative and Technical

Procedures Tested 20
audit Trail Information Reviewed 10
Passwords Required to be Changed 21
HAVE ALL SAFEGUARDS 5*

*Although these systems contained all evaluated safeguards, they may
still be vulnerable because (1) GAO evaluated selected safeguards
only, and (2) all evaluated management responsibilities were not
implemented. GAO does not know how vulnerable the systems may be
because this survey did not involve testing the effectiveness of the
safequards.

CHART 3
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APPENDIX V

POTENTIAL RFFECTS

PHYSICAL, ADMINISTRATIVE, AND TECHNICAL SAFEGUARDS

SAFEGUARD

Lack of Physical
Safequards

Lack of Testing
Security Procedures

Lack of Separation of
Dutizs

Lack of audiz mrails

NOT IN PLACE

POTENTIAL IMPACT

Unauthorized access possible.

Less assurance that safegquards are working.

Threat of employee fraud and abuse is
increased.

Detection of unauthorized access limited.

CHART 4
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